2FA Setup Guide for
UTRADE MT4 Platform
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How to activate 2FA

* For new MT4 clients, follow the guide from Step 1

« For existing MT4 clients, follow the guide from Step 5 onwards
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How to activate 2FA

Step 1:

Download MetaTrader 4 (MT4) App
from App Store (iOS) or
Google Play Store (Android)

< Search

MetaTrader 4

Trading & Technical analysis

«© u

2.4K RATINGS AGE CHART
4.7 4+ No.160
ke ke Years Old Finance Metal

What's New >
Version 4.0.1441 2mo ago

Bug fixes and performance improvements

Preview
ONLINE TRADING REALTIME QY
ON FINANCIAL MARKETS OF THE FINANCIA|

Step 2:
Launch MT4 app.
Tap ‘Cancel’ when prompted

Open a demo account

MetaQuotes Software Corp.
www.metatrader.com

By opening an account, you agree to the account
opening terms and to the data protection policy
of MetaQuotes Software Corp.

OPEN A DEMO ACCOUNT

To trade using real money, you need to apply for a
real trading account by entering into a separate
with a fil ial services

Step 3:
Select ‘Login to an existing account

< Accounts  New Account

fo!

MetaTrader 4

Open a demo account
Choose a broker and register an account to learn trading

. and test your strategies

Login to an existing account

Use your login/password to connect to the broker of
your choice

To open a real account, please contact your broker

Step 4:
Search for Server.

In the search bar, type ‘UTRADEFX’
and select ‘UTRADEFX-Live’

Q, utradefy © Cancel
\ m UtradeFX-Demo ®

UtradeFX-Live @
UOB Kay Hian Private Limited
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How to activate 2FA

Step 5:
Sign In.

Enter your MT4 Account ID and
Master Password. Tap Sign In.

£ Login |sign In I

UtradeFX-Live
UOB Kay Hian Private Limited

Login 8000008

Password

Save password ()

MetaTrader 4

Step 6:

Enable One-Time-Password (OTP)

generator. Go to Settings > OTP

Settings

Demo Test 2FA
UOB Kay Hian Private Limited

80011349 - UtradeFX-Demo
[slo}]
New Account

Mailbox

Built-in Virtual Hosting — trading robets and sig...
News

Tradays

Economic calendar

Chat and Messages

Sign in to MQL5.community!

Traders Community

MQL5 Algo Trading

oTP

One-time password generator

Interface

English

Charts
LB o
Chart Trade History Settings

Step 7:
Set a 4-digit PIN code

0@ © @

(o) x

Please set a 4-digit PIN to access OTP generator

OO
GO
@IS

Step 8:

Enter 4-digit PIN code the second
time to confirm

Please set a 4-digit PIN to access OTP generator

OROFOIO)

Repeat PIN

OIOI0

QlOI0I0
x D@

UOBKayHian

Your trusted financial partner




How to activate 2FA

Step 9: Step 10: Step 11:

Tap ‘Bind to Account’ Re-enter Account ID & Master Confirmation.
Password, then tap ‘Bind A pop-up will confirm OTP binding
*ensure the Bind is enabled successful.
< oTP < otp ore [ ging < otp otp Bind
MetaTrad
ms IE 1]'1i;|3nttlmeafur L MoSI eaA ulllsmlceasor mﬁﬂm{uﬂ
7 80 61 0 Server UtradeFX-Live Server UtradeFX-Demo »
Login 8000003 Login 80011349
Enter this code when logging in to the bound
\acmq accounts Password Password
Bind to account Bind O Bind 0
One-time password generator will be bound to 8000008 One-tir— =~ m=boami e sl
- UtradeFX-Live trading account 80011
Change PIN One-time password generator has

been bound to '80011349*

Synchronize Time OK
Last synchronization: 4:23pm
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Frequently Asked Questions

(FAQ)
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FAQ

1. How do | login with the OTP generator?

a. Desktop terminal
b. Mobile device bound to MT4 account
c. Another mobile device not bound to MT4 account

2. How do | switch to a new mobile device?

3. What if | lose my mobile device?

m UOBKayHian
Your trusted financial partner




1a. How to login via Desktop terminal

Step 1: Step 2:

Launch MT4 Desktop Terminal. System prompts for a One-time password (OTP).
Enter your MT4 Account ID and Master Password.

Select ‘UtradeF X-Live’ then click on ‘Login’.

UTRADE MT4 Terminal ? X UTRADE MT4 Terminal ? *
T\ I oy ==F
i -"?ﬂ' Authorization allows to get access to the trade account I\E 5Tl Authorization allows to get access to the rade account
I
Login: | 80011349 v
Login: | 80011349 v
Password: eessssse
Password: sessssss
One-time password: |
SErver: | UtradeFx-Live o -
Server: | UtradeFx-Live w
D Save account information [:] Save account information
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1a. How to login via Desktop terminal

Step 3: Step 4:
Retrieve OTP. Enter the 6-digit OTP generated and click ‘Login’.
On your registered/binded mobile device, go to Settings > OTP

Settings < oTP
Demo Test 2FA \ MetaTrader /; UTRADE MT4 Terminal 7 s
" : P Mobile Authenticator
UOB Kay Hian Private Limited
80011349 - UtradeFX-Demo

~ 780610

Enter this code when logging in to the bound

Mailbox trading accounts
Built-in Virtual Hosting — trading robots and sig...

Authorization allows to get access to the trade account

New Account

)

Login: | 30011349 v

News Bind to account
Tradays F‘m T
Economic calendar

Change PIN
One-time password: | 780610

)

Chat and Messages
Sign in to MQL5.community! Synchronize Time
Last synchronization: 4:23 pm Server: | UtI'EdEFx—Li'U'E e

Traders Community

MQL5 Algo Trading [ save account information

One-time password generator

Interface
English

efo oao

Charts

Settings
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. How to login via Desktop terminal

Step 5:
Login successful.
Green signal at the bottom right.

5] 80011349: UtradeFX-Deme - UOB Kay Hian Private Limited - [XAGUSD H1]
File View Inset Charts Tools Window Help

B-2- B ¢ &0 ¢

[ELNewOrder & B (y GgAutoTrading |1 10 1 | & @ B ||k k| G- O-

A || = g EE A H %l w5 omis ;M He DL Wi oM
Market Watch: 09:40:25 x
Symbol Bid
& XAUUSD 3324.200
@ CNASDEr
& AUS2002r
& CHFSGDr
@ EURUSD#r
@ GBPUSD#r
@ P25
& NZDCHF#r 04714
@ UKI00 916755
@ US30#r
& XAGUSD
Symbols 000 1834l 100 2100 8 A
* | Name Category Date ©
From Basic to Intermediate: Template and Typename (1 Exemples 2025.08.18
1 Neural Networks in Trading: Parameter-Efficient Transformer with Segmented Attention (Final Part) Trading systems, Expert Advisors, Experts 2025.08.14
Developing a Replay System (Part 76): New Chart Trade (1) Examples, Trading systems, Statistics and analysis 2025.08.14
Neural Networks in Trading: A Parameter-Efficient Transformer with Segmented Attention (PSformer) Trading systems, Expert Advisors, Experts 2025.08.13
" Integrating MOLS with data processing packages (Part 5): Adaptive Leaming and Flexbility Examples, Integration, Statistics and analysis 2025.08.12
Neural Networks in Trading: Enhancing Transformer Efficiency by Reducing Sharpness (Final Part) Examples, Expert Advisors, Experts 20250811
Formulating Dynamic Multi-Pair EA (Part 4]: Volatility and Risk Adjustment Examples, Trading, Experts 2025.08.11
Python-MetaTrader 5 Strategy Tester (Part 01): Trade Simulator Trading systems, Integration, Expert Advisors 2025.08.08
Building a Profitable Trading System (Part 2); The Science of Pasition Sizing Trading systems, Statistics and analysis 2025.08.08
" Statistical Arbitrage Through Cointegrated Stocks (Part 2): Expert Advisor, Backtests, and Optirs . Trading systems, Statistics and analysis 2025.08.08
Self Optimizing Expert Advisors in MOLS (Part 11): A Gentle Introduction to the Fundamental: % Exemples, Experts, Statistics and analysis 2025.08.05
E MQLS5 Wizard Techniques you should know (Part 78): Using Gator Oscillatar and the Accumul i oisiuiion Usciatos Indicators, Expert Advisors, Statistics and analysis 2025.08.04
5

Trade | Exposure | AccountHistory | News | Aleris | Mailbox | Marketysg | Signals | Articles, | CodeBase | Bxperts | Journal |

Default

893/3 kb

il 918/3 kb
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1b. How to login via the binded mobile device

Login as per normal.

Enter your MT4 Account ID and Master Password. Tap Sign In.

MetaTrader 4

Sign In

8000008
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1c. How to

Step 1:
Sign In via a mobile device not bound
to MT4 account.

Enter your MT4 Account ID and
Master Password.

£ Login Sign In

UtradeFX-Demo
UOB Kay Hian Private Limited

Login 80011349
Password
oTP

Save password

MetaTrader £

Step 2:

Retrieve the One-Time-Password (OTP) from the registered/binded device.

Go to Settings > OTP

Settings

Demo Test 2FA

80011349 - UtradeFX-Demo
Disconnected

New Account

Mailbox

Built-in Virtual Hosting — trading robots and sig...

News

Tradays

Economic calendar

Chat and Messages
Sign in to MQL5.community!

Traders Community
=) MQL5 Algo Trading
OTP

One-time password generator

Interface
English

Charts

Journal

oTP

£, MetaTrader 4

crf\"-‘ Mobile Authenticator

Bind to account

Change PIN

Synchronize Time
Last synchronization: 8:56.am

login via another mobile device

Step 3:

Enter the 6-digit OTP generated and

click ‘Sign In’.

Save password

< Accounts Login Sign In
UtradeFX-Demo
UOB Kay Hian Private Limited
Login 80011349
Password
ore

! Z 3,
i B s
ol L e

0 @
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2. How do I switch to a new mobile device?

User must first unbind the previous mobile device.

Step 1: Step 2:

On the old device, enter your MT4 Go to Settings > OTP
Account ID and Master Password.

Tap Sign In.

Settings
% Login lsign In I

Demo Test 2FA
UOB Kay Hian Private Limited

80011349 - UtradeFX-Demo
DCc1

UtradeFX-Live
UOB Kay Hian Private Limited

Login 8000008

New Account

Mailbox
Save password C Built-in Virtual Hosting — trading robots and sig...

News
Tradays
Economic calendar

Chat and Messages
Sign in to MQL5.community!

Password

@ Traders Community

\ a MQL5 Algo Trading

oTP

One-time password generator

ﬁ" Interface
English

m Charts

LA LA v I I

MetaTrader 4

Step 3:
Enter your 4-digit PIN code

Enter PIN

OFOFOIO

¢
eic) (o)
0 ()

(D) x

Step 4:
Tap ‘Bind to Account’

£ oTP

} MetaTrader

Mobile Authenticator

780610

Enter this code when logging in to the bound

Ya(:mn accounts

Bind to account

Change PIN

Synchronize Time
Last synchronization: 4:23pm
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2. How do I switch to a new mobile device?

Step 5: Step 6: Step 7:
Re-enter Account ID & Master Confirmation. On new device, repeat the 2FA setup
Password, then tap ‘Unbind’ A pop-up will confirm OTP unbinding steps above.
*ensure the Bind is disabled successful.
< otp otP TS < otp oTP Unbind
MetaTrader MetaTrader 4
Mobile Authenticator Mobile Authenticator
Server UtradeFX-Demo Server UtradeFX-Demo >
Login 80011349 Login 80011349
Password Password
Bind Bind
e L e T O -

80011
One-time password generator has
been unbound from '80011349'

OK

|| B UOBKayHian

Your trusted financial partner




3. What if I lose my mobile device?

» Contact your Trading Representative (TR) or

o Call Client Services at +65 6536 9338
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